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Legal

© 2014-2016, Avaya, Inc.
All Rights Reserved.
Notice

While reasonable efforts have been made to ensure that the information in this document is complete
and accurate at the time of printing, Avaya assumes no liability for any errors. Avaya reserves the right
to make changes and corrections to the information in this document without the obligation to notify
any person or organization of such changes.

Documentation disclaimer

“Documentation” means information published in varying mediums which may include product
information, operating instructions and performance specifications that are generally made available to
users of products. Documentation does not include marketing materials. Avaya shall not be responsible
for any modifications, additions, or deletions to the original published version of Documentation unless
such modifications, additions, or deletions were performed by or on the express behalf of Avaya. End
User agrees to indemnify and hold harmless Avaya, Avaya's agents, servants and employees against all
claims, lawsuits, demands and judgments arising out of, or in connection with, subsequent
modifications, additions or deletions to this documentation, to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked websites referenced within this site
or Documentation provided by Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not necessarily endorse the products, services,
or information described or offered within them. Avaya does not guarantee that these links will work all
the time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and software. Refer to your sales agreement to
establish the terms of the limited warranty. In addition, Avaya’s standard warranty language, as well as
information regarding support for this product while under warranty is available to Avaya customers
and other parties through the Avaya Support website:
https://support.avaya.com/helpcenter/getGenericDetails?detailld=C20091120112456651010 under the
link “Warranty & Product Lifecycle” or such successor site as designated by Avaya. Please note that if
You acquired the product(s) from an authorized Avaya Channel Partner outside of the United States and
Canada, the warranty is provided to You by said Avaya Channel Partner and not by Avaya.

“Hosted Service” means an Avaya hosted service subscription that You acquire from either Avaya or an
authorized Avaya Channel Partner (as applicable) and which is described further in Hosted SAS or other
service description documentation regarding the applicable hosted service. If You purchase a Hosted
Service subscription, the foregoing limited warranty may not apply but You may be entitled to support
services in connection with the Hosted Service as describe further in your service description documents
for the applicable Hosted Service. Contact Avaya or Avaya Channel Partner (as applicable) for more
information.

Hosted Service

IP Office Contact Center Contact Recorder Configuration 11 2016 3



IP Office Contact Center Contact Recorder Configuration

THE FOLLOWING APPLIES ONLY IF YOU PURCHASE AN AVAYA HOSTED SERVICE SUBSCRIPTION FROM
AVAYA OR AN AVAYA CHANNEL PARTNER (AS APPLICABLE), THE TERMS OF USE FOR HOSTED SERVICES
ARE AVAILABLE ON THE AVAYA WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO UNDER THE LINK
“Avaya Terms of Use for Hosted Services” OR SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, AND
ARE APPLICABLE TO ANYONE WHO ACCESSES OR USES THE HOSTED SERVICE. BY ACCESSING OR USING
THE HOSTED SERVICE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF YOURSELF AND THE
ENTITY FOR WHOM YOU ARE DOING SO (HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU”
AND “END USER”), AGREE TO THE TERMS OF USE. IF YOU ARE ACCEPTING THE TERMS OF USE ON
BEHALF A COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO
BIND SUCH ENTITY TO THESE TERMS OF USE. IF YOU DO NOT HAVE SUCH AUTHORITY, OR IF YOU DO
NOT WISH TO ACCEPT THESE TERMS OF USE, YOU MUST NOT ACCESS OR USE THE HOSTED SERVICE OR
AUTHORIZE ANYONE TO ACCESS OR USE THE HOSTED SERVICE.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA WEBSITE,
HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO,UNDER THE LINK “AVAYA SOFTWARE LICENSE TERMS
(Avaya Products)” OR SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, ARE APPLICABLE TO ANYONE
WHO DOWNLOADS, USES AND/OR INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC., ANY
AVAYA AFFILIATE, OR AN AVAYA CHANNEL PARTNER (AS APPLICABLE) UNDER A COMMERCIAL
AGREEMENT WITH AVAYA OR AN AVAYA CHANNEL PARTNER. UNLESS OTHERWISE AGREED TO BY
AVAYA IN WRITING, AVAYA DOES NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED FROM
ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR AN AVAYA CHANNEL PARTNER; AVAYA
RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE USING OR SELLING THE
SOFTWARE WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU
ARE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER REFERRED TO
INTERCHANGEABLY AS “YOU” AND “END USER”), AGREE TO THESE TERMS AND CONDITIONS AND
CREATE A BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE APPLICABLE AVAYA AFFILIATE
(“AVAYA”).

Avaya grants You a license within the scope of the license types described below, with the exception of
Heritage Nortel Software, for which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the applicable license will be a Designated
System License. The applicable number of licenses and units of capacity for which the license is granted
will be one (1), unless a different number of licenses or units of capacity is specified in the
documentation or other materials available to You. “Software” means computer programs in object
code, provided by Avaya or an Avaya Channel Partner, whether as stand-alone products, pre-installed
on hardware products, and any upgrades, updates, patches, bug fixes, or modified versions thereto.
“Designated Processor” means a single stand-alone computing device. “Server” means a Designated
Processor that hosts a software application to be accessed by multiple users. “Instance” means a single
copy of the Software executing at a particular time: (i) on one physical machine; or (ii) on one deployed
software virtual machine (“VM”) or similar deployment.

License types

Concurrent User License (CU). End User may install and use the Software on multiple Designated
Processors or one or more Servers, so long as only the licensed number of Units are accessing and using
the Software at any given time. A “Unit” means the unit on which Avaya, at its sole discretion, bases the
pricing of its licenses and can be, without limitation, an agent, port or user, an e-mail or voice mail
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account in the name of a person or corporate function (e.g., webmaster or helpdesk), or a directory
entry in the administrative database utilized by the Software that permits one user to interface with the
Software. Units may be linked to a specific, identified Server or an Instance of the Software.

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by Avaya as part of its purchase of
the Nortel Enterprise Solutions Business in December 2009. The Heritage Nortel Software is the
software contained within the list of Heritage Nortel Products located at
https://support.avaya.com/Licenselnfo under the link “Heritage Nortel Products” or such successor site
as designated by Avaya. For Heritage Nortel Software, Avaya grants Customer a license to use Heritage
Nortel Software provided hereunder solely to the extent of the authorized activation or authorized
usage level, solely for the purpose specified in the Documentation, and solely as embedded in, for
execution on, or for communication with Avaya equipment. Charges for Heritage Nortel Software may
be based on extent of activation or use authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of materials on this site, the
Documentation, Software, Hosted Service, or hardware provided by Avaya. All content on this site, the
documentation, Hosted Service, and the product provided by Avaya including the selection,
arrangement and design of the content is owned either by Avaya or its licensors and is protected by
copyright and other intellectual property laws including the sui generis rights relating to the protection
of databases. You may not modify, copy, reproduce, republish, upload, post, transmit or distribute in
any way any content, in whole or in part, including any code and software unless expressly authorized
by Avaya. Unauthorized reproduction, transmission, dissemination, storage, and or use without the
express written consent of Avaya can be a criminal, as well as a civil offense under the applicable law.

Virtualization

The following applies if the product is deployed on a virtual machine. Each product has its own ordering
code and license types. Note that each Instance of a product must be separately licensed and ordered.
For example, if the end user customer or Avaya Channel Partner would like to install two Instances of
the same type of products, then two products of that type must be ordered.

Third Party Components

“Third Party Components” mean certain software programs or portions thereof included in the Software
or Hosted Service may contain software (including open source software) distributed under third party
agreements (“Third Party Components”), which contain terms regarding the rights to use certain
portions of the Software (“Third Party Terms”). As required, information regarding distributed Linux OS
source code (for those products that have distributed Linux OS source code) and identifying the
copyright holders of the Third Party Components and the Third Party Terms that apply is available in the
products, Documentation or on Avaya’s website at: https:// support.avaya.com/Copyright or such
successor site as designated by Avaya. The open source software license terms provided as Third Party
Terms are consistent with the license rights granted in these Software License Terms, and may contain
additional rights benefiting You, such as modification and distribution of the open source software. The
Third Party Terms shall take precedence over these Software License Terms, solely with respect to the
applicable Third Party Components to the extent that these Software License Terms impose greater
restrictions on You than the applicable Third Party Terms.
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The following applies only if the H.264 (AVC) codec is distributed with the product. THIS PRODUCT IS
LICENSED UNDER THE AVC PATENT PORTFOLIO LICENSE FOR THE PERSONAL USE OF A CONSUMER OR
OTHER USES IN WHICH IT DOES NOT RECEIVE REMUNERATION TO (i) ENCODE VIDEO IN COMPLIANCE
WITH THE AVC STANDARD (“AVC VIDEO”) AND/OR (ii) DECODE AVC VIDEO THAT WAS ENCODED BY A
CONSUMER ENGAGED IN A PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO PROVIDER
LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE
HTTP://WWW.MPEGLA.COM.

Service Provider

THE FOLLOWING APPLIES TO AVAYA CHANNEL PARTNER’S HOSTING OF AVAYA PRODUCTS OR SERVICES.
THE PRODUCT OR HOSTED SERVICE MAY USE THIRD PARTY COMPONENTS SUBJECT TO THIRD PARTY
TERMS AND REQUIRE A SERVICE PROVIDER TO BE INDEPENDENTLY LICENSED DIRECTLY FROM THE
THIRD PARTY SUPPLIER. AN AVAYA CHANNEL PARTNER’S HOSTING OF AVAYA PRODUCTS MUST BE
AUTHORIZED IN WRITING BY AVAYA AND IF THOSE HOSTED PRODUCTS USE OR EMBED CERTAIN THIRD
PARTY SOFTWARE, INCLUDING BUT NOT LIMITED TO MICROSOFT SOFTWARE OR CODECS, THE AVAYA
CHANNEL PARTNER IS REQUIRED TO INDEPENDENTLY OBTAIN ANY APPLICABLE LICENSE AGREEMENTS,
AT THE AVAYA CHANNEL PARTNER’S EXPENSE, DIRECTLY FROM THE APPLICABLE THIRD PARTY
SUPPLIER.

WITH RESPECT TO CODECS, IF THE AVAYA CHANNEL PARTNER IS HOSTING ANY PRODUCTS THAT USE OR
EMBED THE G.729 CODEC, H.264 CODEC, OR H.265 CODEC, THE AVAYA CHANNEL PARTNER
ACKNOWLEDGES AND AGREES THE AVAYA CHANNEL PARTNER IS RESPONSIBLE FOR ANY AND ALL
RELATED FEES AND/OR ROYALTIES. THE G.729 CODEC IS LICENSED BY SIPRO LAB TELECOM INC. SEE
WWW.SIPRO.COM/CONTACT.HTML. THE H.264 (AVC) CODEC IS LICENSED UNDER THE AVC PATENT
PORTFOLIO LICENSE FOR THE PERSONAL USE OF A CONSUMER OR OTHER USES IN WHICH IT DOES NOT
RECEIVE REMUNERATION TO: (I) ENCODE VIDEO IN COMPLIANCE WITH THE AVC STANDARD (“AVC
VIDEO”) AND/OR (1) DECODE AVC VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO PROVIDER LICENSED TO PROVIDE AVC
VIDEO. NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION FOR H.264 (AVC) AND H.265 (HEVC) CODECS MAY BE OBTAINED FROM MPEG LA, L.L.C.
SEE HTTP:// WWW.MPEGLA.COM.

Compliance with Laws

You acknowledge and agree that it is Your responsibility for complying with any applicable laws and
regulations, including, but not limited to laws and regulations related to call recording, data privacy,
intellectual property, trade secret, fraud, and music performance rights, in the country or territory
where the Avaya product is used.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications system by an unauthorized party (for
example, a person who is not a corporate employee, agent, subcontractor, or is not working on your
company's behalf). Be aware that there can be a risk of Toll Fraud associated with your system and that,
if Toll Fraud occurs, it can result in substantial additional charges for your telecommunications services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and You need technical assistance or support,
call Technical Service Center Toll Fraud Intervention Hotline at +1-800-643-2353 for the United States
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and Canada. For additional support telephone numbers, see the Avaya Support website:
https://support.avaya.com or such successor site as designated by Avaya.

Security Vulnerabilities

Information about Avaya’s security support policies can be found in the Security Policies and Support
section of https:// support.avaya.com/security.

Suspected Avaya product security vulnerabilities are handled per the Avaya Product Security Support
Flow (https:// support.avaya.com/css/P8/documents/100161515).

Downloading Documentation

For the most current versions of Documentation, see the Avaya Support website:
https://support.avaya.com, or such successor site as designated by Avaya.

Contact Avaya Support

See the Avaya Support website: https://support.avaya.com for product or Hosted Service notices and
articles, or to report a problem with your Avaya product or Hosted Service. For a list of support

telephone numbers and contact addresses, go to the Avaya Support website: https://support.avaya.com

(or such successor site as designated by Avaya), scroll to the bottom of the page, and select Contact
Avaya Support.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this site, the Documentation, Hosted
Service(s), and product(s) provided by Avaya are the registered or unregistered Marks of Avaya, its
affiliates, its licensors, its suppliers, or other third parties. Users are not permitted to use such Marks
without prior written consent from Avaya or such third party which may own the Mark. Nothing
contained in this site, the Documentation, Hosted Service(s) and product(s) should be construed as
granting, by implication, estoppel, or otherwise, any license or right in and to the Marks without the
express written permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc. All non-Avaya trademarks are the property of their

respective owners. Linux® is the registered trademark of Linus Torvalds in the U.S. and other countries.
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Flowchart
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Overview

IP Office has the ability of recording calls to a Voicemail box, when using Preferred
Edition or IP Office Server Edition and Voicemail Pro. To further enhance this, Contact
Recorder for IP Office can be used as a centralized call recording facility, which stores
all recordings in a separate archive.

Contact Recorder uses a database that stores the call details associated with each
recording stored. Call recordings are then accessed using a web browser interface,
where recordings can be searched, displayed and the archived recording played.

Voicemail Pro is still used to record the actual calls, and once the recording is complete,
it then passes the recording and associated details to the Contact Recorder Server.

The Voice Mail Pro recording is made for that IP Office Contact Center topic which is
the current (displayed) topic for the call in the moment of time when the agent
connection changes from "alerting” to "connect".

By default, Contact Recorder is installed on the Application Server but not started, as a
separate drive or partition is required and cannot be shared with Voicemail Pro or
Server Edition.

The following guide will demonstrate how to install and configure Contact Recorder on a
Application Server (Linux). Also how to configure the IP Office Contact Center (IP Office
Contact Center) to use Call Recorder, including the recording of calls automatically that
relate to a Topic, and to record calls manually using the IP Office Contact Center User
Interface.
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Configuring the Avaya Contact Recorder

1. Using a Web browser interface, access the server using port: 7070, which will
display the IP Office Web Manager Login screen. Login using User Name
Administrator and Password Administrator (default).

\

' / I Avaya IP Office Web Mana... x | +

’\ |5 https://192.168.42.3.7070/WebManagement + & || Q Search w B $&$§ 6 0 =

Avaya |P Office Web Manager

User Name Administrator
Password ooooooooo]
Select Language English W

® 2015 Avaya Inc. All Rights Reservead

2. From within the Web Manager interface, select = icon followed by Platform
View link.

AVAYA :
% Solution  Call Manzgement  System Settings =~ Secunty Manager  Applications

Solution
Wiew All () Actions \
- @ Primary 192,165 42.3 — RV
Cashboard
Online (3) @ IPOCC Sarver 192168 42.5 f - v
Ofine (0] Platform View
Backup
RN e T Restore

Sarvers (2] Cn-boarding
Expansions (1)

Launch 5S4
Application Servers ()

Senice Commands

View Upgrade Report
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3. Click the Show Optional Services link.

BB | Soition | Call Mamagement | Byatem Settings | Sacusity Mansger. | Apglications
Platform - 192.168.42.3 &
Syslem Logs dates =
Services :
L ot 7-03:32:44 156732K 1 0% I« Sicp
=@ o 7-03:3228 196900K / 0% b =
He ?Pﬁ.i?;?rtal a0 2635643(# 0% k= S
W@ Jiek Demagsr 07-03:33:19 326840K 10.1% b o
% Show optional sanices
B A P o s e e R P R o I o

4. Contact Recorder can be seen in the list of Services. Check the tick box, which
will ensure that the service automatically starts after a reboot. Then click on the
Start button.

Azé\fﬁ Solution = Call Management  System Settings = Security Manager  Applications
Platform - 192.168.42.3 &
System | L = | VNG
Services Stop Al i
7 @ IP Office i o e
2e 9.1,2,0 Dulld 45 7-03:34:49 166732K / 50% k= Stop
@ Voicemail iTime EmICEU UR3gs .
B 2onumis 7-03:34:33 196924K / 0% ke Stop
LR St dey rozazts 263628K / 0% k2 sup
o Web Manager dpime g
s 07-03:35:24 372308K / 0.1% k< Stap
~  Hide oplional senices
@ Web Collaboration P A e P
1,00 uns 010025 00:07 0K / 0% ke g |
i Bl Bandy 7-03:35:24 579800K / 0% bt S
B @ Yeb License:Menager 00:07 372308K / 0.1% it \ stop
M- Cariach Recorier stonea OK / 0% & S|
e, g e B, i P e e e g s B g D o R g T . N o i o gl inea
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5. The Contact Recorder service will now start, and can be configured.

AVAYA

Solution | Call Managemert ~ System Settings ~ Secunty Manager  Applications

Platform - 192.168.42.3 &

System Logs

Services

[z @ IP Office

7-03:34:49 156732K / 50% k< Eioe
w @ Voicemail JnTime =
= o 13 7-03:34:33 198924K [ 0% ks
L Jeboulo by ro33419 263628K / 0% b 2
7 @ Web Manager oLl Lsage
e 07-03:35:24 372308K / 0.1% k= Hiop

~ Hide optional senices

3 Web Collabaoration UpTir e CFU tsage
£.1.0.0 buid 010023 00:07 0K / 0% ks

Slop

7 © WebRTC Gateway L Stop

' £.1.2.0 buid 108 7-03:35:24 579800K / 0% ke

= @ Web License Manager HaTin PCEL viapon Siop
0130 buid 45 00:07 372308K / 0.1% k< i

O Oxiacinconke: s oK /0% o |

6. Using Internet Explorer, browse to the IP address of the Server using port 9888,
e.g. http://ipaddressofserver:9888 or https://ipaddressofserver:9444
This will present the Login screen. Login with the default Username:
Administrator and Password: Administrator, then click OK.

|2 Vg is2 16803 6804l

AVAYA

P+ H & Avays Contact Recorder

]
l
Contact Q'

Recorder

§ Legin
Usemome l‘nmntm‘«‘\' |
Password | e |

[lox ] [ reseT | [Avout |
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7. You will now be prompted to change the default Password. Enter Administrator
in the Old Password field and enter the new password in the New Password
and Verify New Password fields, then click OK.

R R SR

Tontact
Recorder

B L ot

@ Change Password

Oid Password secesscscccee

New Password esscasesens

Verify New Password eonsssccnns
e

8. Once logged in to the Contact Recorder interface, click on the General Setup
tab.

€& @ 19216842.2.0388 sevlet/acr G| |B - Google P B 3+ #
AVAyA Contact Recorder i REFRESH Help Change Password Logout About
= =
Recorder Status Alarms
@ Recorder Status : Server Sefial = 830001, st 02/05/14 10:47:15

Avaya Contact Recorder will run for 20 days from the date you make your first recording. Thereafter you will have to acguire and install a licence on your
IF Office system. Until you do so, you will be able to review recordings already made but any new recordings made will be deleted rather than
processed.

The table below shows the current state of this recorder. Click the refresh bution to update the table.

“Total media files recorded to date 0

Total media files recorded today (or since restart iftoday) o

Date of oldest call held on disk Not Applcable
hstal]ed Version arrlpu-1“ 0-1gu Dntrnlled

9. You can see that the Call storage path has not been defined. Choose the edit

button.
|I AVAYA Contact Recorder 7 REFRESH | Help Changs Password Logout About
"
Alarms
Recorder
@ General Setup = Recorder Serial = 830001, 3t 02/05/14 10:50:15

Avaya Centact Recorder will run for 90 days from the date you make your first recording. Thereafter you will have to acquire and install a licence on your IP Office
system. Until you do so, you will be able to review recordings already made but any new recordings made will be deleted rather than processed.

Tnese sethings determine how and where this recorder storas yeour recordings and the detaills about them, Any shown in red are invald and must be changed.
Recorder Number 1 Edit

Haadewer Folder fopthvmprofVRL Edit
Talsiorage path Tiot defined | \h Edit
: to retain (il space permits. 0 = as long as possible) Edi
- il g ol L AR -W""'m e T L TR m’” T S . T o
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10.Enter the Call storage path (the default path created when installing Contact
Recorder is /CSIPORec).

Note: As Contact Recorder is installed and enabled on the same server as
Voicemail Pro, it must be configured to use a separate hard disk from Voicemail
Pro. In such occasions the Call storage path requires setting to the additional drive.

Contact Recorder must not be installed on a shared drive with VVoicemail Pro.

11.Next click on the Enter button.

@ Avaya Contact Recorder - Mozilla Firefox

[ @ 192.168.42:2:9888 /servlet/acr?cmd=cs&teditmode=setting&editmode=edit&t ° : ]

Avaya Contact Recorder will run for 90 days from the date
you make your first recording. Thereafter you will have to
acquire and install a licence on your IP Office system. Until
you do so, you will be able to review recordings already
made but any new recordings made will be deleted rather
than processed.

Callstorage path  /CSPORed]

Enter the path under which recordings will be stored. This should be a
dedicated partition to allow automated deletion of old calls. Do NOT change
this after you have started recording unless you move all axisting contents to
the new path. You must RESTART the recorder for this setting to take effect.

Close Window | [ Enter |

12.The new Call storage path is now seen.

| AVAYA  cContact Recorder

R REFRESH |Help Change Passwal

w

Recorder Status Alarms General Setup

Recorder

Serial = 830

@ General Setup : Recorder

Avaya Contact Recorder will run for 90 days from the date you make your first recording. Thereafter you will have to acquire and install a lic
system. Until you do so, you will be able to review recordings already made but any new recordings made will be deleted rather than proc

These settings determine how and where this recorder stores your recordings and the details about them. Any shown in red are invalid and must be ch,

Recorder Number 1
Handover Foilder foptivmpro/VRL

| Calstorage path JCSPOReC |

" Days 1o reain calls (if Spagg permts, 0 = as long &€ possible) 0
R W‘ Lo PN B s S SR L S N SRS W P W Sl
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13.Next click on the System tab.

AVAYA  Contact Recorder D REFRESH |
25 = s
Recorder Status Alarms General Setu_p

Recorder

@ General Setup : Recorder g
Avaya Contact Recorder will run for 20 days from the date you make your first recording. Thereafter you will have to
system. Until you do so, you will be able to review recordings already made but any new recordings made will be d

14.You will be presented with the Manage Users screen, where it is possible to
create Users with administrative rights, or who will have the ability of searching
for and playing recordings, etc. Click Add User.

Contact Recorder A REFRESH | Help™®

w .
Alarms “General Setup System

Manage Users Email Server Audit Trail |

@ System : Manage Users

Avaya Contact Recorder will run for 90 days from the date you malke your first recording. Thereafter you will have to acguire and install 3 licence on your ®
will be able to review racordings already made but any new recordings made will be deleted ratheor than procaszed. ;

The settings below determine how users can access this (ecorder.
Adow Iocal user accounts?

| Yes
| Alow unencrypted [hitp] accesa? Wes
|
|

iy

Sezson inactvity Tmeout (mmutes )
Minimum passweord length

Delels sclecled useris) i -.NMUSE"'

15.A new dialogue box will be presented. Add the User settings as follows:

Username: The Login name for the new User

Password: Enter a password for the User to Login.

Comment. This is optional only, and not a requirement.

Roles: Select either System Admin or Restricted Admin. You can also

select to give the User the ability to export recordings as files.

e. For the section on which extensions the recorded calls can be replayed
from, these can either be added in the form of a range, e.g. 2000-2500, or
individually being separated by a comma, e.g. 2000,2001,2002.

oo
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16.Click Enter when all the settings are completed.

[ @ Aveya Contact Recorder - Mozilia Firefox. 'I.l_ [E=REc )

| @ 192.168.42.2:9888/serviet/acr?cmil= usersSitoken=477398&editmode= new&ispop 7 7 |

Avaya Contact Recorder will run for 90 days from the date you
make your first recording. Thereafter you will have to acquire
il and install a licence on your 1P Office system. Until you do so,
you will be able to review recordings already made but any
new recordings made will be deleted rather than processad.

Usemame Supervisor
Password ssssssns

You must set 3 temporary password for 3 new sccount and
may sat one for an existing account. The usar will be forcad to
change it when they leg in.

Comment 307 access to &l 3 and 4 digh extension recordings |

(optionai)

Rolex [#] System Admin. ] Restricted Admin.
[¥] May export recordings as fies

s alowed o 100-999,1000-9999

repiay calls

owned by

hy
Use commas to separate station numbers and dashes to /

indicate ranges a.c. 1 000,1030-1049.2001

Close Window | | Enter and Stay Open | [ Enter |
17.The New User is now added to the list. Click Logout to exit the application.

.,_(- @ 192.168.42.2:9888 /zervlet/acrlcmd=users&editmode=viewBipool=Btoken=47730 Gl | |. Groogle p| B- & 4
IAVAYA Contact Recorder 7 REFRESH | Help Change Password Logout About

] Administrator System Admin. May play recordings owned by: 00-89, 000-858, 0000-9599, 00000-59555, 000000-895955,
0000000-9999599 ﬁmwu-gmm mwu&wu—mm 1000000000-9955995559

IP Office Contact Center Contact Recorder Configuration 112016 18



IP Office Contact Center Contact Recorder Configuration

Configuring IP Office Contact Center with Contact Recorder

Now that the Contact Recorder has been configured, a process can be created in IP
Office Contact Center to enable the Call recording.

Automatic Recording of Calls when Transferred between Topics

If Agents require the capability to transfer calls to Topic extension numbers to place
calls in other topics, extra configuration is required in the IP Office Contact Center so
that the calls are automatically recorded and shown correctly in Contact Recorder.

This configuration must be completed for each of the required topics.

The VMProRec variable must be changed from default value to be able to record non-
announced transferred calls into the topic.

1. Click System and the select Tag list.

A |P Office Contact Center

File Goto Help
Agent Portal Sl Service  Windows  Help
Supervision View: [ General...

Administration

Time off...
&) Workplace Reporting settings...

4@ Countries Delete Reporting Data...

@» Realtime information default values...
Nare Variables... )
Topic1 I‘ Tag list... ‘I
Topic2 Configuration report... ’
Topic3 |

Availability for Tasks (default)...

Skill overview...

Interface for staff planning...
Task Reports...
Shift plan...

Break Time codes

IP Office Contact Center Contact Recorder Configuration 11 2016
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2. Scroll down until you can see the VMProRec tag.

c.waitTotal
CCVoiceMsgName
CCVoiceMsgProcessed
CCK_Actual_Announce_Time
CCK_AgentDevice_ld

Mame
UM_SenderDisplayname
UM_SendetD omain
UM_SendeReplyToAddiess
UM_SenderTLDomain
UM_Sensiivity

UM_Subject
VEC_LastSkilReductionTime

Mumber

4. Click Apply, where applicable overwrite and then select the OK button.

| WhiFProR e ok |

() System-zpecific
(@) User-defined
O 5kil

Data type: | Murmber

Fesnlution: | Integer

[ Can be changed by CGI server

[] Dwenwite-protection

Applying Tagz into Tazk rezulting from ConferencesT ransfer
Tag from Congultation ...

() lghaore

| (® Apply, where applicable overwrite

) Apply anly if transferred, where applicable ovenrite

() &pply only if not available in the original task

IP Office Contact Center Contact Recorder Configuration
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Note: If at this point the VMPro recording option has been enabled from the Telephony
tab of an individual Topic, the settings displayed for the Tag will be greyed out / read

only.
» [Topicl Topic1 - Edit B (e Tag - Edit
General € Telephony 0k Mame: YMFroRec
Topic Mumber: s Eel Cancel Type
Access code: Postdial [3-digit] : - ) Sypstem-rpecilic
Reporting! )
7 ez FTlnfa Uzer-defined
Skills.. skl
Rautng.. D ata bppe: Humber
Agent group: Group! ion:
| |—| AnroLncenent FResolution: Integer
‘wiap Up: 2
bt ljl v ® Bl et iEE] cx
Max. rezervaton time: : 3 Mvenwrite-protection

Phane nurrber trarsmission:

YMPo iecording:

Reconding type VAL v |

Maibax numbsr:

Serpt far plagng of voics messages.

‘Mo

Apphing T ags o Task rezubing hiom Conference/ Transter
Tag from Consuitation ...
Ignone

Apply, where aprlicable ovenaritz

Apply onl tewred, where spplicable ovensnte

Apphy only if not availzble in the original 1ask

IP Office Contact Center Contact Recorder Configuration
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5. Click the OK button to close.

(&) Defined tags -

Mame Type [rata type R ezolution ~ (n] 4
Uk _ScanResultd Uzer String
Uk_Senderdddress <System: String
Uk _SenderDizplapname <Systems String
Uk_SenderDiomain <System: String
Uk_SenderReplyTodddress  <Systems String _m
Uk_SenderTLD omain <System: String
Uk _Sensitivity <Systems Murmber Integer
Uk_Subject <System: String
WEC_LastSkilReductionTime  <System: Murmber Integer
YhProFreeRecordingFReso..  User MHumber Integer
YMProRec zer Murnber Irteger =
YoiceFileM ame Uszer String =

'

We can now configure the variables to each topic for which calls will be recorded.
1. Click Configuration.

A IP Office Contact Center

2:56/ 0:00 ‘ ‘ L Administrator ()~

View | <l v |

&L Workplaces ] 49 Announcements ] @Announcement scripts ] @IVRS ] E Break Time codes ] HEPBXs ] FHECHAR server ] ¥GVEAs ]
*Countries 1 (& Queue devices ] = Telephones ] ﬂTelephone qroups I i Chat server ] i Chat scripts ]
@D eTopics uﬁﬂgem groups ] Q Agents I Q Profies ] @Teams I [5] Customers ] ' Extemal destinations ]

\ Name Tel Email Chat  MNumber Active PBX E-mail address Edit...
pic1 X X 7001 X PBXServer Topic1@abc..

To X 7002 X PBXServer [ ceae. |
Topic X 7003 x PBXServer

2. Click the first topic where the calls are being recorded and select Edit.
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2:56/ 0:00 u Administrator ()

View <Al

8 Wokpiaces | Anouncements | [@Amouncement scipts | @PIVRs | B Break Tmecodes | 3GPBXs | JECHAPsever | 3 VEAS

{}{:} 9 Countries | CgrQueve devices | ¢ Telephones | @5 Telephone groups | PR Chat server | % Chat scrpts
waE| Name Tel  Emal Chat  Number Active  PEX E-mai address Edt
o | RETS X X 7001 X PBXServer Topci@abe_]
Topic2 3 7002 X PEXServer } Create
Topic3 X 7003 X PBXServer
DSG [ Copy
K7 T
34

3. From the General tab, click the Display Last Topic check box.

2

[Topic] Topict - Edit

General ] 4.;# Telephory

Mame: TopicT 0 block. Cancel
period. .
Task t
Telephony
[ E-mail
[ Chat

Pricrity:

[
Max Alert Timeout: Ij

L[| <l =

Dizplay Last Tapic

|1ze reparting walues for routing
RE

[ ] Acoept Level

[ ] Awg. Waiting Time

l
l
l

4. Click the OK button.

IP Office Contact Center Contact Recorder Configuration 11 2016
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General | ﬁ Telephaory I

|T|:u|:ui|:'| 0 black.
period...

T azk types :
»

[w] Telephony
[ ] E-mail
[ | Chat

I ame:

Pricrity:

bl aw Alert Timeout:

[#] Digplay Lazt Topic

Use reporting walues for routing
[]TsF

[ ] Accept Level

[ ] Awg. Waiing Time

5. Select System followed by Variables.
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A P Office Contact Center

File Goto Help

Agent Portal

Service  Windows

Help

General...

Titne off...

ian

? Profiles

] @ T eas
1 G Queue devic

Reporting settings...
Delete Reporting Data..,

Administration

Realtitme information default walues..,

| Wariahles,, aff— |

Tag list...
Configuration repart...
Sailability for Tasks (default)..,

Skill ovve e,

Interface far staff planning...
Task Reports...
Shift plan...

Ay by BB o0 b doser B

b ’*’-“‘\-t-__‘_r‘\ n, ipendlintomatin ob . anmii. Mf"x.ﬁ"" "‘\.ﬂunM-x..*-J

6. The value relating to the CCK_DisplayLastTopic Tag will change to 1. Click the

OK button.
(&) Defined Yariables -
Wie F 0k
Al (il v o
__anu:e
Selected: | W |
Add...
Object Tag Walue Charge...
-ﬂ Agent20071 a.abgzenceMote
-ﬂ Agent2002 a.abzencebote Delete
@ Global Tablero de menza.. Hola ...
% Global skilF actor 100
@ Global Fanneau de mess...  Alld ...
@ Global Machrichten-Board  Hallo ...
@'} Global teszage-Board Hella ...
& Global Fail 10
@ [Global Area meszagoi Ciao ...
@ M agterT opic CCK_Dizplavlast.. 0O
@ Topict CCK_DisplapLast.. 1

IP Office Contact Center Contact Recorder Configuration
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Note: The value will only change to 1 when the Display Last Topic check box is
selected. When it is deselected, the value returns to 0.

® AR SR @ Defined Vanables =
Genzral ]f Telkphany | | [i[4 ]
Harme: Topic] W‘ Caneesf Miew Ok I
SpE Al Al vl | -
I “Warlablec.. Selected: " ‘M
| Taleprary
| sl Add..
] Chet Object Tag Value Thanga
2 Agent2001 a.absenceNote
P [ £ Agent2002 a.absenceNote Delets
Ma Aot Timozut i @ Global Tablero de mensa.. Hola ..
e [ @ Global skilF actor 100
@ Global Parneau demess . Allg
@ Global Machrichten-Board  Halla
Use r=porting vakies fol routing @ Global Message-Board Hella .
Cirse @ Global Fail 10
hecep! Level @D Global Area messaggi Ciao .
[ #vg Weiira Tin= @ MasterTopic  CCK_DisplayLast.. 0
= I8
7. Repeat this process for all of the topics for which calls will be recorded.
Configuration System  Service Windows Help
View: | <t v
8L Workplaces ] 49 Announcements ] @ﬂnnouncerneﬂt scripts ] @IVHS I J'_:’), Break Time codes ] 24 PBEXs ] FECHAP server I FFVEAs ]
'*Courrtries ] (g Queue devices ] ¥ Telephones ] ETelephone groups ] %Chat SErVeEr ] 9&&13’( scripts ]
) @ Topics lfﬁﬂgeﬂt groups ] ¥ Agerts ] 41 Profiles ] & Teams ] EZ] Customers ] ' Bxtemnal destinations ]
Name Tel Email Chat  Number Active  PBX E-mail address Edit...
Topic1 X 7001 X PEXServer Topicl@abe...
Topic2 * 7002 * PEXServer Create...
Topicd * 7003 * PBXServer —
Copy...
Delete
Blacking periods
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Automatic Call Recording

1. Launch the IP Office Contact Center User Interface and log in with a User
account that has access to configuration.

AVAYA

IP Office Contact Center

Telephone Extension 8004 -

2. Now click on the Topic tab within the Configuration screen.

A P Office Contact Center

File Goto Help

Systemn  Service Windows Help

Agent Portal Configuration

B Break Time code MBEPBX | JECHAPserver | 2BVEA | @ Courty
J @ E.ﬂgentgmup 1.ﬂﬁgent 1.QF'rc|ﬁIe 1@Team iCust

Name £ T Emaill  Chat Numberé

Topic1 X T

Wi <ol
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3. Select and double click on a Topic to be used or select and click Edit.

Configuration System  Service Windows Help

Wi <l

B Break Tmecode | 3€PBX | 3ECHAPsever | 3VEA | @County | GfQuevedevice | ¢STelephore | @5 Telephone group | e Chat server

-

-

% Chiat script

ﬁ'@ @ Topic |&ﬂgent group I ¥ Agent I‘Q Profile: I@Team ICustnmer I ' Extemal destination IQWorkplace I 49 Announcement | @Mﬂouncemmtscﬁpt I@N’R

Name L Te E-mal Chat Mumber Active  PBX E-mail addres=
—

PBXServer

Topic3

4. Click the Telephony tab.

General ﬁ* Telephony

Topic Mumber: Job code...

Access code: Postdial [3-digit] : = =
Reporting

7 | [0z RTlvfa

Skills...

Routing...

Agent group: | Groupi
; [~ ]
izt 0

Mag. rezervation time: E 3+

Phare number transmission: |

[C]vMPra recording: |Never

M ailbi ke |

Distribute call after releaze by agent - mas,

Script for playing of voice meszages.

<Maher

5. Click the VMPro recording check box.

IP Office Contact Center Contact Recorder Configuration
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e [Topic] Topicl - Edit x|
General € Telephony
Access code: Postdial [3-digit] : :
Reparting
7 o2 RTlnfo
Skills...
Routing...
Agent group: Groupl
| | EI Announcement....

Wwiap Up: Ijl : ]
Max. reservation time: : 2

Phane number tranzmizsian; | |

| MHerver W |
M ailbox number:
]
Script for plaving of voice messages.
<Mone> | El

6. From the drop down box you can determine where the call recordings will be
sent. The options available for the Value field are:

e Never — No automatic recording

e Recording type VRL (Voice Recording Library within Contact Recorder)

e Recording type VRLA (Voice Recording Library Authenticated within
Contact Recorder)

e Use Mailbox number
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Gerneral ﬁTeIephon}l |

Topic Mumnber: Job code...

Access code: Postdial [3-digit) : = m—
Beporhing
E | [on2 RTlnfo

Skills...

Fauting...

Agent group: | Groupi | D

Wiap Up: n“

Mag. reservation time:

Announcement...

Phone nurmber transmission:

[W]%MPra recording:
Mailbox number:

Distribute zall after releaze by agent -

Scnpt for playing of voice messages.
<Mane>

7. If Use Mailbox number is selected, the mailbox to which the recordings will be
directed must be defined.

Gereral £€° Telephony |
Topizc Mumber: Tl el

Aocess code; Postdial [3-digit] : -
Beporting
E | ooz RTlnfe

Skills...

Routing. ..

Agent group: | Groupl | |Z|

“Wiap U na 3

b aw. reservation time: an|2 2

Phone number transmission: |

Announcement,.,.

[w] ¥MPro recording: | Ise Mailbox rumber

Mailbos number: |2D2E|

Diztribute call after release by agent - max. E times

Seript for playing of voice messages.

<Mone> | I:l
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Note: Once the recording destination is defined, this will automatically assign a value to
the associated variable.

Bereral £ Teborory | 7
evy -“
Topic Humbes: Sl
code... Al <Al v -
Beces: code: Pastdisl [3-dat] - e Selecied: P
[7 <] [0z | Fillnla T
; Ea]
Sl DOkjec! Tan Wale Change. ..
2 sgerzon & absenceate
T 2 Agertznnz & absenceNote Delete i
et gy [Gre |[=] [arroorcenent, | D Global Tablero de metisa., Hola ...
Wiep Upt [ okl @D Globat shilFactor 100
. - —— T @ Global Panneau de mess., A6
Mar eservalon tine: il @ Gilobal HachiichienBoad  Halo
Phcnz pumber iranzmissioe D Global MessapeBoard Hello ...
| \"MF'rn recnn:;ng: | Herear w |
st number i |
Tiistiihiite call sfter eleaze feget - max El itres
Seaipt far playing of voice
<MNaner |

Generd €7 Telephony ]

T i Lerere

Acces code: Postcial [3-digi] : Pﬁ_: 7
T porling:
[7 o o ATinin

Tea Yok Changs.,
acbsenceloe i
- asbsenceNote | Delete
Talero de mensa..  Hols ..
Agent groug: | Group1 shilF acton 'IB?

Pawreaudemess.. Ald .
MachrichtenBoad  Halo ..
Messege-Board Helo ...
Fal

Area messagol

COK_Displaylast .

wirap Up: DF:_ 3
Mak. ies=ration lims: .
Phone rorber trarsmizsion: |

| [l ¥MPi0 eccoding Fecordng s WAL v

O0K_Disploslast.

s D“W‘FM e ol A A o o

feneisl €7 Telphony I
Tapic Mumber. | Job code, .
Booser code Fostdial [2-digt) :
= Reporting!
[7 v| [mz | ATl

Shills... Object Tag Yelue [ Drenge.. |
= 2 sgem2001 a.abzencelote A e
Reuting.. 2 Ageni2002  achsencelcte | Dee |
Agenl gioup; |Gmuu1 | |:| "‘v—‘l &) Global Tabierode mensa., Hala
S i el @ Global shilFactor 100
: = @ Global Parveay ds mezs.. Allb...
e rezervation tire: an IIIﬂ 3 @ Global Machrickten-Board  Halio .
Phone number bransmizzioe g Global Message-Board Helo ...
T — Global Fail a0
| [w]\HFra recoring: % 2
; g i =
Mailbos rumber: l ] @1 .1 e
opic
Diistribitil= o3l afer mease by agsn) - me Al fites Topict CCK_Dsplaplast . 0O
M*ﬂn‘h&§mwﬂw il

8. Once the recording destination has been defined, click the OK button.
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@ [Topic] Topict - Edit x|
General ﬁ*TeIepthy
Access code: Paztdial [3-digit] : -
Reporting,
7 0oz RTlnfa
Skills...
Routing...
Agent group; Groupl
| | D Announcement. ..

wirap Up: Ijl : ]
b an. rezervation time; : z

Phaone number transmizzion; | |

Y Pra recording: |F|ecording type VAL v|

t ailbox number;

Script for playing of voice meszages.

<Mones | El

Note: When recording is set on the Topic, it will also record dialer calls out of the IP
Office Contact Center, based on the setting for each Dialer Topic.

Any Calls that are now sent to or from the Topic will automatically be recorded.
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Automatic Recording of Calls when Conferenced between Topics

If Agents require the capability to call other topics and then conference in Agents from
other topics, this can affect how the recorded calls are shown in Contact Recorder.

The information in the TaskTag “VMProRec” at the moment in time when the call
connects to the Agent, is utilized in Contact Recorder.

Therefore in following the Conference scenario where the Agent answered the Call
before the conference button was pressed (screened conference), both Topicl and
Topic 2 were set to record.

1. A customer rings Topicl (Incoming call route via an IP Office) on Extension

(7001).

Agent2201 answers the call from Topicl and speaks to the customer.

3. Agent2201 presses Consultation and dials Topic2 Extension (7002), this will
place the customer on hold.

4. Agent2202 answers the call and talks to Agent 2001 while the customer is on
hold.

5. Agent2201 press the Conference button on the GUI. The customer then enters
the conference call with the two Agents.

no

Result: The screen capture below displays the records for the complete event, stored in
Contact Recorder
o1 05, 2201 (Agent2201) Incoming 2201 (Ageni2201) 7001 Topic1

0150 05, 2202 (Agent2202) Internai 2202 (Agent2202) 7002 Topic2

In following the Conference scenario where the Agent answered the Call after the
conference button was pressed (blind conference), both Topicl and Topic 2 were set to
record.

1. A customer rings Topicl (Incoming call route via an IP Office) on Extension

(7001).

Agent2201 answers the call from Topicl and speaks to the customer.

3. Agent2201 presses Consultation and dials Topic2 Extension (7002), this will

place the customer on hold.

Agent2202 is presented with the Topic2 call but does not answer.

Agent2201 press the Conference button on the GUI before the call is answered

by Agent2202.

6. Agent2202 answers the Topic2 call which is now a conference with the external
customer and Agent2201.

N

ok

Result: The screen capture below is the record for the complete event, stored in

Contact Recorder
013SEE0S, 2201 (AgentZ201) Internal 2201 (Agent2201) 7001 Topic1

Conf180 (Conf 1007, 2202 (AgentZ202) Internal 2202 (Agent2202) To01 Topic1
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Manual Call Recording Using the IP Office Contact Center User Interface

Calls can also be recorded manually by an Agent, instead of being set to record all calls
to and from a Topic. Agents can also have the option to pause the recording.

There are three default External destinations that can be used when recording calls
manually.

VMProRec This records to the Agent Mailbox
VMProRecVRL This records to the Voice Recording Library
VMProRecVRLA  This records to the Voice Recording Library Authenticated

o <Al v

7 IVRs ] & Break Tmecodes | 20PEXs | FECHAP server IBVEM | @ Courtres |l:‘§\'}uauedev~|:es | 0= Telaphames ]ETdephnmgr\:u_:u | "pChat server |'~."-D|a1 scapts ]
@ | ®Topcs | BBAvertooups | P Ageris | {1 Profies | ) Teams | EEICustomers 7 Extemal destinations !QWDI‘F:Dlxes | § Arnouncements | [#] Announcement sciipts |

Name Task Type Number/e-mail

VMPrRec Telephory a )
VMProRecVRL Talephony 1 Creats. .
VMProRecVRLA Telephony 2

A custom External destination can be created if you wish to record from an Agent to a
any Voicemail Pro mailbox.

1. From the Go to menu select 8 Configuration.

A P Office Contact Center

File Goto i1.ome Help

1 Home
2 Telephony

3 Realtime information
4 Reporting

S Agert Status Reports
E Contact Detail Reports

7 Error List

2 Configuration 0:00:00

9 I config arad: o ;
10 Task Flow: Edlitar npleted: o i
11 IWR-Editar

12 Dialer

13 E-Mail configuration
14 Texthlock admin
15 Address book admin

2. Click Configuration followed by External destination.
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A P Office Contact Center

File Goto Help

Systemn Service  Windows Help

Agent Portal Configuration

f

T e maanil S, Apetediin g, A Aty g e b gl a8 -4
3. Click the Create button

Wigar Ll

E Break Time code ] SEPBX l %CHAP sEMVer ] ﬁ\M§Oueue device ] = Telephone
@

]&Topic 1 [ﬁﬁ«gent aroup ] ﬂﬁgent ] 41 Profile ] ﬁTeam 1 [EZ] Customer | 4 Extemal destination 1&‘1"4‘0

0:00/ 0:03 J X+ | €+ Scott() ~

S
W
i

L?

-

f_;{ @ Country l G Queus device | 153 Telephone ] 5 Telephone group ] T Chat server | GuChat script ]
:é:am lCustomer ' Bxemal destination | &L, Workplace 1 49 Announcement ] @Announcemem scrpt 1@}IVR j
¥

\j( Type Mumber/z-mail Edit
“ :
j
i | |
i
3 s Uace
s apeie. i fpctiscin gt ieead. oo B agdes g omanitis o g b e, @il o I

4. A new dialogue box will appear to create an External Destination.

5. In the Name Field enter a reference to the External destination. For example
GeneralVM. Then add XXXX in the Number field (Where XXXX is the Voicemail
Pro mailbox number to be used.

5y External _Destinatiq_n - Edit -
HName: |GEI’IEI&NM | | oK |
Task type: ¢ Telephony { Cancsl
Number |2239 | l Ea[iabbs__ ‘
Delay time if dest. busy: _0105 [mm:ss)

Click on the OK button.
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Now we need to change the Ul configuration to include the External destination in the
Call recording

1. Next click on the Go to command and select Ul config from the drop down
menu.

A P Office Contact Center

File Goto Ilelp

1 Home ke Service Windovel
2 Telephony ’
3 Reafltime information

4 Reporting
5 Agent Status Reports ] SEPBEX ] SEC
E Cortact Detail Reports W Agert goup |
7 Error List

8 Configuration e
'3 Ul canfig
10" Task Flowe Editor i

= . 1_ wgﬁ . M‘hﬂ\.m Baall o aanns e

2. Then select either a Profile or a Single Agent, and double click to open.

A [P Office Contact Center
File Goto Help
8tk S Ul configuration

Profile &

Agent Default

"""" : Supervisor Default
. J A |FP Office Contact Center

File Goto Help

Agent Portal .
Sird Ul configuration

Agent &

Administrator
Alan

EZ | 1
:
i

f
/

Hank
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3. On the Ul configuration screen, uncheck the Default tick box.

Ul configuration for profile "Agent Default”

Contact bar [ 5 ]l

~DDefauIt

Available elernents:

Emergency

s, _w‘&- S

Selected elernents:
J 3

Answer =

2 A i -

e l papidde, .]Q\ RPN LN = if

4. Scroll down the list of Available elements and select Recording, then click on
the Add button.

UI configuration for profile "Agent Default”

Contact bar I "

|

~[ | Default

Available elements:

Closure

Recording

[

Call recording an:
{element: recording)

m

Selected elerments:

Up Wrap Up
( 1 Extend Wrap
. Remave ] Up
Down

End Wrap Up

m

J code -

[] show only authaorized topics (element: Call}

[ ox

| ([ Ganeel ]
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5. Then click on the middle button next to the Call recording on field, which will
present the available External destinations.

A e e D e e T e i e ~e—add p — - ~
Fax 1 code
[ TN =
W 3
S
Separator - Recording -
Call recording on:
{element: recording)
[] show only authorized topics {element: Call)

[ QK ” Cancel ]

6. From the next dialogue box select the VMProRecVRL external destination
created earlier. Then click the OK button.

Choose external destination

___," Telephony

External destination a | Mumber/e-mail
GeneralVM 22599
VMProRec 0
VMProRecVRL 1
VMProRecVRLA 2
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7. The External destination will now be added to the Call recording on field. Click
on the OK button to continue.

R

Eﬁntl\"lun.

e — prm— g g

R P L, T o omem gt L p—

M e e e =T T T e = e
Hang up

T,

( ]

J)) )

_— -

Zall recording on:

[External destination] WMPr A
{element: recording)

[[] show anly autherized topics (element: Call})

L QK ][ Cancel I

8. When anyone matching the Profile or a specific Agent logs in to the IP Office
Contact Center User Interface or Chrome app interface, they will now see the

Recording button on their Contact Bar, providing the ability to manually turn on
Call Recording during an active call.

A P Office Contact Center

File Goto Telephony Help

Agent1 (2800)
Agent Portal

9. The User can activate Call recording by clicking on the button to commence

recording (button then shown with a green outline), and to cancel the recording
by clicking on the button again.

A P Office Contact Center

Teley

18:59/ 0:12 |

Agenti (2800) ~

J 00:00:05

)] -
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10.Users can also pause the recording via the IP Office Contact Center User
Interface. The Recording pause button can be added to the agent’s Contact
bar.

Ul configuration for agent "Agent1”

Contact bar | I I I I l
[ | Default
Available elerments: Selected elermnents:
-~ Ead
DTMF Separator
@ Add @
SilentMarn, Recarding
Remove
:
Toggle = Recording
pause
Separator ) Consult, w
Call recording on: [External destination] ¥MPr A
(element: recording} .
[] show aonly autharized topics {element: Call}
[ Ok ] [ Cancel ]
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11.When the User clicks the record button, the recording will start . They can
choose to pause the recording , and at a later point resume the recording.

00:00:05

@
DE ()M | 0@ @@ @ | @@

A. Callis being Recorded

00:00:04 «

J)EH)( e~ )(1)QN) | O (#) (@) @) (@) O« ..

00:00:08

DE () | 0y#) @ @ @02 | @@

A. Recording Paused
B. Recording Resumed
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12.The Call recording is stored as a single file including any pause recording tones.
In the example below, the recording has been paused and resumed on two

occasions.

AVAYA  contact Recorder
.1]
12:05:30 12:05:40

Search Filters Results
o S Ao 1ratces |ty CaliSian 4 |/ Partes Oirecton (. Agents /s Tamet(:  Silis .
osmans 00.0000 'i.'_'-“b 22:1}3;1413:&5:" 2999 (Customer), 2111 [Agentl) Incoming 2111 (Agentl) 7010 01244570204
D084 235?5’.— |.;‘_'-, Q 2808/14 13.03.42 4111 (Supenisor1), 2111 {Agentl) Quigoing 2111 (Agentl) 2111 Agent1
Lengmn @ ¢ osoos120523 2000 (Customer), 2111 (Agent1) Incoming 2111 (Agent!) 7008 Companymal
[ = |
Parties
[ = |
Direction
[ 3]
Agenis
| el | |

A. Pause recording Tones
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Automatic Recording of Outgoing Calls

If the variable VMProRec has been added to a topic to automatically record calls, this
will work as default for incoming calls only. To utilize automatic recording for outgoing
calls, the agent must first select the topic before starting the outgoing call. This correctly
records the outgoing call against the topic for statistical purposes.

Note: Once this process has been completed. The next outgoing call will retain the
settings, even if the IP Office Contact Center is restarted

To record outgoing calls linked to the Topic:

1. Click the Dial button

A |P Office Contact Center

File Goto Help 17:487 0:17

Agent Portal

2. Choose Outgoing ACD call tick box and then select the topic (the topic must
have the variable VMProRec to record the call automatically).

Mumber:

v| Outgoing ACD call

) internal (@ external

v[ Telephone book ]

Topic &«
(ITepict
| Topic2

Topic3
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3. Enter the telephone number in the Number field and click the Dial button to
make the call.

Number:

I 07 72| v[ Telephone book

~[v] Outgoing ACD call

} internal @} external

Topic a
Topicl
Topic2
Topic3
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Voicemail Pro Configuration

By default, Call Recording plays a system announcement from Voicemail Pro to warn
callers that their call is being recorded. This Advice on Call Recording (AOCR) can be
disabled from within Voicemail Pro, so that silent recording is implemented. Please

ensure that you comply with legal requirements regarding Call Recording if AOCR is to
be disabled.

1. Using Voicemail Pro Client, connect to your VM Pro Server and login using the
Administrator account (Username: Administrator Password: Administrator
(default)). Then click on the Login button.

File Edit Actions Administration Help

= il P
i-l B8 | am Eh’p@ VmPro Login g ﬂ
El g [Pl Please enter a User Name. This is the name that the workstation software installed on
f’f‘ User Variables! this PC will use.
Login
User Name: Iﬁdministmtor |
User Password: I-oo.oooooo.oo| | #
Unit Name®IP Address: 15216842 2 = (
] Remember Mz
| SelectMode | |  logn | [ Cancsl | [ Hep | {

‘,’-n‘-»wﬂﬁ o Al fiednes. mm.‘ﬂ}m&muﬁ 'Mu.""-‘;

2. Then select Administration and the choose Preferences followed by General.

File  Edit

B dministration

B & 4 o /B Condition Editor.. F6 B S RS- A
$ Campaign Wizard... F7 !

Eﬂ Waicemail Pro Adm i‘\;‘ﬁ User Defined Varnables... F8
[ﬁ Server Queuss

Ill" T ”

B Frel General F9
@ Distributed Voicen ‘Tj' el LS eneral :
tﬁ Ewenting Notifications VPNM - FI0 ?

Actions
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3. The System Preferences dialogue box will be displayed. Under the General
tab, uncheck the Play Advice on Call Recording tick box.

F T =
System Preferences @
f o

General |Mﬁes I Email | Houseleeping | SHNMP Alam | Dutcalling i Voicemail Reo ! ' |

Debug Level [Irlfcrrnation ,]
Default Telephony Interface l|l'ltl-lit5-’ = |
' Woicemail Password:

Client.’Server Connection Timeout {min); leD =)

Min. Message Length {secs): 3 =

Max. Message Length [secs): 120 ..:

Min. Password Length: 2 :
Manual

Max Call"VRL Record Length {Secs): .

3600 2 Flay Advice on Call Recording

& m'* o, upesilet ol mascs, A P R e Fa

4. As soon as the tick box is unchecked, a warning message will be displayed
regarding legal requirements to inform callers of call recording. Click Yes to close
this screen.

- - =T
Confirmation w

e M B

Deactivating "Play Advice on Call recording” under certain circumstances may be a violation of local laws.
e Call recording, even though the person being recorded has been advised, may also have some legal implications and obligations for the entity recording the call.
'el It is the exclusive rezponsibility of the entity recording the call to obtain legal advice on the implications of call recording in both instances,

where notice is being given to the person being recorded and where notice iz not being given to the perzon being recorded.

Do you want to continue?

5. You may also want to increase the Max Call\VRL Record Length (Secs), as the
default may be too short. The maximum record length is 18000 seconds (5
hours). Once set, click OK.

G e e T |
Min. Password Length: ] b
Tv!anuél

Max Call"VRL Record Length {Secs):
3600 = [Z] Play Advice on Call Recording

System Fax Number feature is disabled when empty)

7] Use as Prefic [¥] Enabl Sub-Addressing

L ok || cemcel |[ Hep
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6. Then click Save and make live

| Woicemail Pro Client {Intuity) - Connected to 192.1

e ——

Edit

'|"%"J' ﬁb &i g

Actions  Administration  Help

R =] IPOCCsys: (192,168 42 100)

i @ Voicemail Pro igistrators

El@ Server Queues

------- Eﬁ] Distributed Voicemails

------- Eﬂ] Eventing Motifications

Lgage. w'ﬁm "‘**-me..a-_ullﬁ""°""-..an’n-""

7. The Confirm screen will appear stating that changes made are permanent. Click

Yes to continue.

Ir{:u::u'!ﬁrrn E1

Ir’ - Any changes will be made permanent.
Do yvou want to continue?

Yes MNo

b

This completes the configuration of Voicemail Pro with regard to Call Recording.
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Using Contact Recorder

The use of Contact Recorder for play back functionality requires Internet Explorer 7 or
higher. A number of Active X Controls are also needed and for the ability to Replay
recordings.

1. Using a supported version of Internet Explorer, browse to the IP address of the
Call Recording server followed by port 9888, e.g. http://<IPAddressof
server>:9888 or_https://<IPAddressofserver>:9444

The Contact Recorder login screen will then be displayed, so enter the
Username and Password of a User with access to play call recordings, and
click OK.

= il

£ ~ 8 ¢ X | & Avaya Contact Recorder ft X ﬁ

AVAYA

Contact
Recorder

9 Login

Username : I Supervisor I

Password : I ........... I

ol ]
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2. The first time you log in as a User, you are prompted to update your password.
Enter a new password and click on the OK button.

“ AVAYA

Contact
Recorder

\
& Change Password
Old Password [ scassses I
New Password I ssccsssccse I
Verify New Password L"""'“" ]
—— [

3. The Contact Recorder software uses an ActiveX Plug-ins which will need to be
loaded the first time. Click on the caution message displayed to install the
‘csreplay ActiveX Control Module’.

e
o Favorites | gig (@) SuggestedSites v @ | Web Siice Gallery v
& Avaya Contact Recorder - v [ #m v Pagev Safetyv Tooks~ W~
'ﬁ This website wants to run the following add-on 'csreplay ActiveX Control Module' from 'Verint Systems Inc (unvenfied publisher)'. If you trust the website and the add-on and want to allow it to run, click here.., X
AVAyA Contact Recorder ¥ REFRESH | Help  Change Password Logd' ‘2 About -
3

VSRR FUEE e o o @t BESUIEE, D AR tos e s Mol 2 AN 4 e g o o P B i, e,

4. You will then be prompted with an options menu. Select Run Add-on to install
the Module.

Module’ from "Verint Systems Inc (unverified publisher)'. If you trust the website and the add-on and want to allmuitto s _click hees W
) : . 1 Run Add-on

R ReFRESH | Help  ChaF g o on All Websites
‘Whiat's the Risk?

Information Bar Help

Len Parties Direction Target
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5. When the Security Warning is displayed, click on the Run button.

r ==
Internet Explorer - Security Warning M

Do you want to run this ActiveX control?

Mame: csreplay ActiveX Control Module ;
Publisher: Verint Systems Inc (unverified publisher)

Run | DomtRun |

another program, or when Windows was installed, You should anly run it if vou

l |@ This ActiveX control was previously added to your computer when you installed Il
trust the publisher and the website requesting it. What's the risk?

e =

6. The next stage is to search for calls based on either a selected date (Start and
End) using the calendar entries, or by choosing the links for the current day, last
7 days or 31 days. If you wish to specify a date then click on the calendar icon.

) @ http://192168422:9888/sewlet/acr?cmd:viewer&editmode:\ p v ﬂ c X @ Avaya Contact Recorder

AVAYA  Contact Recorder R REFRE

o piany.

Search Filters ‘ ; ‘ Results
Call Start Range 17 31days || B Call Start Len Parties

1! =]
U P IMn\‘wu A g aatde A anirtn. . Gheat. PPNt A im0
A. Current Day

B. Last 7 Days

C. Or Last 31 days

D. Specify calendar entries and times

?
p WYL WL WYY
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7. Once the calendar icon has been clicked on, select a start date from the calendar
screen displayed. Also ensure you add a start time.

search Filters Results -
Call Start Range » Call Start £ 4

DE/MD3/14

8. Follow the same process to assign an End date and time. Additional filters are
available to isolate call recordings that match the criteria entered, but these are
optional only. Once the details are entered, click on the Search button.

AVAYA

Contact Recorder

search Filters Results _'

Call Start Range 1731days | B Call Start -

06/5/14 (1}l 02-00:00 :

O7/05/14 01730 00 | =

Length

Parties '
1 | {

Direction ’

Target Mumber f

Call Set

= ©

== | 1

Faln A e i g s ottt Mnmﬁgmr"
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9. Any recorded calls that match the criteria will be displayed on the right. Select
the call recording that you wish to listen to, by checking the radio button next to
the call detail. You will then see a call graphic image at the top of the screen, and
when you move your cursor to this area, a series of buttons available.

all 2 hitp://192.168.42 7:988 servlet/acr

AVAYA Contact Recorder i REFRESH | System Admin

16:17:40 BN )
Search Filters Results
Call Start Range 1731 days [j} F‘ﬂ;@?ﬁ m m
Dem5H4 il oo-oo:-00 o @ DEI0S/14 16:17:33 0017 5004 (Stoft), 638 (Contact Centsr)
pems/14 [l23:59:50 ‘\h

" ”\"--"*-ﬁ Al e N s o I S B, G A

10.1f you move the mouse cursor over the graphic the playing options for that
recording are displayed.

16:17:40

SN

Skip Backward
Play

Pause

Skip Forward
Email

Export

Tmoow»

11.Click on the Play button to play the recording.

AVAVA Contact Recorder ﬂREFRE?
Search Filters
Call Start Range
|usm5.r14 il oo-00.00
DEMS/H4 illillon.50.50
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Avaya Documentation
e http://support.avaya.com/

Avaya IP Office Contact Center Task Based Guides

IP Office Contact Center Start Here First

IP Office Contact Center Installation Task Based Guide

IP Office Contact Center Advanced Installation Task Based Guide

IP Office Contact Center — IVR Editor Scenarios Task Based Guide

IP Office Contact Center Task-Flow Editor Telephony Task Based Guide
IP Office Contact Center Telephony User Interface Task Based Guide

IP Office Contact Center Reporting Task Based Guide

IP Office Contact Center Dialer Task Based Guide

IP Office Contact Center Contact Recorder Configuration Task Based Guide
IP Office Contact Center Email and Chat Services Task Based Guide

IP Office Contact Center Maintenance Task Based Guide

Please note, only the IP Office Contact Center Task Based Guides listed above are
available from Avaya. Further IP Office Task Based Guide documentation as listed
below is available directly from ITEL. http://www.iteluk.com/
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ITEL IP Office Task Based Guides

Initial Installation

©OoNoGO AWM

IP Office Configuration Maps

IP Office Hardware Installation

IP Office Initialisation

IP Office Manager

IP Office Voicemail Pro Initial Installation Guide

IP Office Small Community Networking

IP Office Customer Call Reporter Initial Installation Guide
IP Office Server Edition Configuration

IP Office Security Policies

UCM

10.

IP Office Unified Communications Module

Core Telephony

11.
12.
13.
14.
15.
16.

IP Office Telephony and Call Routing

IP Office Short Codes Summary

IP Office Hunt Group Setup and Operation

IP Office Conferencing

IP Office IP Telephony Guide

IP Office Computer Telephony Integration — 1st Party

Users, Telephone & Softphone Configuration

17.
18.
19.

IP Office Configuring IP Office Phones and User Accounts
IP Office Call Handling
IP Office Configuring the IP Office Softphone

Auto Attendant & Voicemail

20.
21.
22.
23.

IP Office Embedded Voicemail (Intuity Mode) Flowchart
IP Office Auto-Attendant Setup and Operation

IP Office Embedded Voicemail

IP Office Embedded Voicemail Flowchart

Voicemail Pro

24,
25.

IP Office Voicemail Pro Summary Guide
IP Office Voicemail Pro — Voicemail User Guide
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One X Portal & IP Office Applications

26.
27.
28.
29.
30.
31.

IP Office One X Portal Guide

IP Office One X Mobile Preferred Implementation
IP Office Plug-in for Microsoft® Outlook®

IP Office MS Lync Plugin

IP Office Avaya Flare

IP Office One X Mobile Essential

Customer Call Reporter — CCR

32.
33.

IP Office Customer Call Reporter Configuration Guide
IP Office Customer Call Reporter Wallboard Guide

Contact Store & Receptionist Console

34.
35.

IP Office Contact Store
IP Office Receptionist Console

Maintenance

36.
37.
38.

IP Office Backup and Restore
IP Office System Status Application
IP Office Upgrade Guide
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